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    cloaked_req

cloaked_req is a Req adapter backed by Rust wreq. You keep Req ergonomics and send fingerprint-sensitive requests with a real browser's TLS and HTTP/2 signature.
Docs: https://hexdocs.pm/cloaked_req
Installation
def deps do
  [
    {:cloaked_req, "~> 0.7.0"}
  ]
end
Precompiled NIFs
The package downloads a precompiled NIF for these targets:
	aarch64-apple-darwin
	aarch64-unknown-linux-gnu, glibc 2.34 or newer
	x86_64-unknown-linux-gnu, glibc 2.34 or newer

The release checks each Linux NIF and fails when it needs a glibc newer than 2.34.
On any other platform, for example Intel macOS or Alpine (musl), build the NIF from source:
	Add {:rustler, "~> 0.38.0"} to your deps.
	Install Rust 1.98 or newer, a C and C++ compiler, cmake, libclang, and git.
	Set CLOAKED_REQ_BUILD=1 when you compile. On musl, also set
RUSTFLAGS="-C target-feature=-crt-static". Without it, Rust cannot build the NIF as a shared
library.

Usage
Use as a Req adapter:
request =
  Req.new(url: "https://tls.peet.ws/api/all")
  |> CloakedReq.attach(impersonate: :chrome_136)

response = Req.get!(request)
Set impersonation later on an existing request:
request =
  Req.new(url: "https://example.com")
  |> CloakedReq.impersonate(:firefox_136)
Adapter options
	Option	Type	Default	Description
	:impersonate	atom	nil	Browser profile (e.g. :chrome_136)
	:cookie_jar	CookieJar.t()	nil	Automatic cookie persistence across requests
	:insecure_skip_verify	boolean	false	Skip TLS certificate verification
	:local_address	IP string or IP tuple	nil	Bind outbound requests to a specific source IP
	:max_body_size	pos_integer | :unlimited	10 MB	Max request and response body size
	:pool	Pool.t()	nil	Dedicated, isolated client and connection pool

:max_body_size caps both directions: a request body larger than the limit is rejected before sending, and a response body is truncated to an error once it exceeds the limit.
Req's :receive_timeout (default 15s) starts with the request. Until the response headers arrive, it is one window that does not reset: DNS, connect, TLS, and the upload of the request body all count against it, so a large upload on a slow link needs a larger value. After the headers, it bounds each wait for the next body chunk, so a body that keeps arriving has no total limit.
Req connect options
CloakedReq respects these Req :connect_options:
	:timeout - connect timeout in milliseconds for DNS, TCP, the proxy tunnel, and TLS, default 30s. :receive_timeout also runs during the connect, so the lower of the two applies.
	:proxy - {:http | :https, host, port, []} proxy tuple

	:proxy_headers - proxy headers, commonly used for proxy authentication

Unsupported connection options fail with an adapter error instead of being silently ignored.
Req.new(
  url: "https://example.com",
  connect_options: [
    timeout: 5_000,
    proxy: {:http, "proxy.example.com", 8888, []},
    proxy_headers: [{"proxy-authorization", "Basic " <> Base.encode64("user:pass")}]
  ]
)
|> CloakedReq.attach(impersonate: :chrome_136)
|> Req.get!()
Req.new(url: "https://example.com")
|> CloakedReq.attach(local_address: {127, 0, 0, 1})
Errors and retries
A timeout, a refused connection, or a closed connection returns %Req.TransportError{} with the reason :timeout, :econnrefused, or :closed, the same struct Req's own Finch adapter uses. Req's default retry: :safe_transient therefore retries it with the usual backoff. Every other failure, such as a TLS or DNS error, an invalid option, or a body over :max_body_size, returns %CloakedReq.AdapterError{} and is not retried.
Cookie jar
Cookies are automatically stored from set-cookie response headers and sent with subsequent requests sharing the same jar. The jar validates the cookie domain against the public suffix list: it rejects cookies set on a public suffix and on a cross-origin domain. A Domain equal to a request host that is itself a public suffix, such as localhost, is kept as a host-only cookie. An explicit cookie header on a request wins over the jar, and the jar adds no cookies to that request. Over HTTP/2 the jar sends one cookie field per cookie.
jar = CloakedReq.CookieJar.new()

# Login: server sets session cookie
Req.new(url: "https://example.com/login")
|> CloakedReq.attach(impersonate: :chrome_136, cookie_jar: jar)
|> Req.post!(body: "user=admin&pass=secret")

# Dashboard: session cookie sent automatically
Req.new(url: "https://example.com/dashboard")
|> CloakedReq.attach(impersonate: :chrome_136, cookie_jar: jar)
|> Req.get!()
Connection pooling
By default every request goes through a shared, bounded client cache: requests with the same impersonation profile, TLS verification, and connect timeout reuse one client and its connection pool. That keeps connection reuse high for most callers without any setup.
For per-identity isolation, build a CloakedReq.Pool. A pool is a dedicated client with its own connections, TLS session cache, and HTTP/2 multiplexing, never shared with another identity. Build one per identity (per account, per proxy persona, per crawl) so a connection opened for one is never reused for another. Hold the pool in a worker's state and pass it to every request that worker makes.
pool = CloakedReq.Pool.new!(impersonate: :chrome_136)

Req.new(url: "https://example.com")
|> CloakedReq.attach(pool: pool)
|> Req.get!()
The pool fixes the client at build time, so when a request runs through a pool, the pool's client governs the impersonation profile, TLS verification, and connect timeout; per-request :impersonate, :insecure_skip_verify, and the :connect_options connect timeout are ignored (still validated if given). Per-request proxy, source address, headers, body, cookie jar, and the receive timeout still apply. Each pool keeps up to 20 idle connections per host.
The client is garbage-collected by the BEAM when the pool struct is no longer referenced, so its idle connections close on their own. A worker that crashes without an explicit teardown cannot leak the pool. To rotate a pool's identity (for example after its upstream proxy exit changes), build a new pool and drop the old struct. Pass :pool_idle_timeout (milliseconds) to bound how long an idle connection is kept before it closes; the default uses wreq's own.
Impersonation profiles
Profiles based on wreq-util 0.2.0. Profile atoms with a dot must be quoted, e.g. :"safari_17.4.1".
Chrome
:chrome_100, :chrome_101, :chrome_104, :chrome_105, :chrome_106, :chrome_107, :chrome_108, :chrome_109, :chrome_110, :chrome_114, :chrome_116, :chrome_117, :chrome_118, :chrome_119, :chrome_120, :chrome_123, :chrome_124, :chrome_126, :chrome_127, :chrome_128, :chrome_129, :chrome_130, :chrome_131, :chrome_132, :chrome_133, :chrome_134, :chrome_135, :chrome_136, :chrome_137, :chrome_138, :chrome_139, :chrome_140, :chrome_141, :chrome_142, :chrome_143, :chrome_144, :chrome_145, :chrome_146, :chrome_147, :chrome_148, :chrome_149
Edge
:edge_101, :edge_122, :edge_127, :edge_131, :edge_134, :edge_135, :edge_136, :edge_137, :edge_138, :edge_139, :edge_140, :edge_141, :edge_142, :edge_143, :edge_144, :edge_145, :edge_146, :edge_147, :edge_148
Opera
:opera_116, :opera_117, :opera_118, :opera_119, :opera_120, :opera_121, :opera_122, :opera_123, :opera_124, :opera_125, :opera_126, :opera_127, :opera_128, :opera_129, :opera_130, :opera_131
Firefox
:firefox_109, :firefox_117, :firefox_128, :firefox_133, :firefox_135, :firefox_private_135, :firefox_android_135, :firefox_136, :firefox_private_136, :firefox_139, :firefox_142, :firefox_143, :firefox_144, :firefox_145, :firefox_146, :firefox_147, :firefox_148, :firefox_149, :firefox_150, :firefox_151
Safari
:"safari_15.3", :"safari_15.5", :"safari_15.6.1", :safari_16, :"safari_16.5", :"safari_17.0", :"safari_17.2.1", :"safari_17.4.1", :"safari_17.5", :"safari_17.6", :safari_18, :"safari_18.2", :"safari_18.3", :"safari_18.3.1", :"safari_18.5", :safari_26, :"safari_26.1", :"safari_26.2", :"safari_26.3", :"safari_26.4", :safari_ipad_18, :"safari_ipad_26", :"safari_ipad_26.2", :"safari_ios_16.5", :"safari_ios_17.2", :"safari_ios_17.4.1", :"safari_ios_18.1.1", :safari_ios_26, :"safari_ios_26.2"
OkHttp
:"okhttp_3.9", :"okhttp_3.11", :"okhttp_3.13", :"okhttp_3.14", :"okhttp_4.9", :"okhttp_4.10", :"okhttp_4.12", :okhttp_5
Limitations
	No HTTP/3 or QUIC. wreq speaks HTTP/1.1 and HTTP/2 only, so QUIC transport fingerprinting (JA4QUIC) is out of reach. When you need it, look at the Go library surf, which fingerprints QUIC; reaching it from Elixir means a sidecar or Port instead of a NIF.
	No streaming. The adapter rejects into:. The request body must be a binary or iodata, so a stream fails. A form_multipart body with a File.Stream is a stream.
	Do not set compressed: true. The profile sends its own accept-encoding, and wreq decompresses the response. compressed: true replaces the profile header and breaks the fingerprint. raw: true has no effect, because the body is already decompressed.
	:max_body_size counts decompressed bytes.
	Finch-only options are ignored. :inet6, :unix_socket, and :request_timeout have no effect. Use :receive_timeout and connect_options: [timeout: ...] for timeouts.



  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog and this project follows Semantic Versioning.
[0.7.0] - 22.09.2026
Fixed
	Req never retried a transport failure. The adapter returned %CloakedReq.AdapterError{} for every failure, and Req's retry step only retries %Req.TransportError{}. A timeout, a refused connection, or a closed connection now returns %Req.TransportError{} with the reason :timeout, :econnrefused, or :closed, so the default retry: :safe_transient retries it. Change a match on %CloakedReq.AdapterError{error: %{type: :transport_error}} for these cases to %Req.TransportError{}. Every other failure still returns %CloakedReq.AdapterError{}.
	A timeout or a closed connection while the response body streams in also returns %Req.TransportError{} now, the same as before the headers arrive.
	A request with an explicit cookie header and a cookie jar sent two Cookie headers. The explicit header now wins and the jar is skipped for that request, the rule wreq applies on its own cookie path.
	:receive_timeout was a total deadline for the whole request, so a download that took longer than 15 s failed with :timeout while data still arrived, and Req retried it. It now restarts after each body chunk. The README states the full rule.
	The jar did not send its cookies to a URL that http::Uri rejects but wreq accepts, such as a path with a raw space. The jar now uses wreq's own cookie path, which works on the URI that wreq sends.
	A cookie with a Domain equal to the request host was dropped when the host is itself a public suffix, such as localhost or a single-label intranet host. It is now kept as a host-only cookie, as RFC 6265 section 5.3 requires.
	Response header values with bytes that are not UTF-8, such as a Latin-1 file name, reached Elixir with U+FFFD in place of those bytes. They now arrive as the raw bytes, the same as with Finch.
	A set-cookie header with two Domain attributes passed the public suffix check on the first one, but the jar stored the last one. So Domain=example.com; Domain=com from www.example.com set a cookie that the jar sent to every .com host. The check now reads the cookie the same way the jar does.
	An invalid request header name or value returned transport_error: request execution failed. It now returns invalid_request: invalid request.
	The x86_64 Linux NIF of 0.6.0 needs glibc 2.38, so it does not load on Debian 12, Ubuntu 22.04, or RHEL 9. Both Linux NIFs now build on Ubuntu 22.04 and need glibc 2.34 or newer. Ubuntu 22.04 ships glibc 2.35, so a release check holds the floor: it fails when a NIF needs a glibc newer than 2.34.
	A manual release dispatch built main but published the files under the given tag. It now builds the tag, and it fails when the tag does not exist.
	HexDocs "View source" links point to the release tag, not to main.
	:local_address accepted strings such as "127.1" that the NIF then rejected. The adapter now sends the canonical form, for example "127.0.0.1". An address with an IPv6 scope such as "fe80::1%eth0" is still rejected, because the bind would drop the scope.
	A proxy with an IPv6 host such as {:http, "::1", 8080, []} failed with invalid proxy URL. The adapter now brackets a bare IPv6 host and keeps a bracketed one such as "[::1]" as is.
	CloakedReq.Pool.new/1 ignored unknown options, so a typo such as impersonation: built a pool without a profile. It now returns an :invalid_request error that names the unknown keys. A duplicated key keeps its last value, like Req, and a list that is not a keyword list returns an :invalid_request error.

Changed
	Update Mint to 1.10.1 in the lock file. Mint 1.9.3 has three advisories in its HTTP/1 chunked response parser (CVE-2026-82672, CVE-2026-82728, CVE-2026-82729). Mint comes from Req, so update it in your own lock file too.
	The Rust tests run once per CI run, in their own job. The fingerprint smoke test reaches thumbprint.me and now runs only with task test:rust:external.
	The NIF no longer repeats the RFC 6265 domain match before a cookie reaches the jar. wreq's jar applies the same rule. The public-suffix check stays in the NIF, because the jar has none.
	release.yml no longer writes and pushes checksum-Elixir.CloakedReq.Native.exs.
main is protected. It needs signed commits and a pull request, thus the push
always failed. The workflow now stops after the GitHub release. RELEASE.md
gives the manual step, the same as the other NIF repositories.
	Over HTTP/2, the jar now sends one cookie field per cookie, not one joined field. RFC 9113 section 8.2.3 allows this, and wreq does it on its own cookie path. HTTP/1.1 requests still carry one Cookie header.
	The adapter no longer stops waiting for the native reply after receive_timeout + connect_timeout + 5 s. The native task now replies on every path, a panic included, so this backstop is gone. A :nif_panic error now carries the panic message in details["reason"].
	%CloakedReq.Pool{} no longer has a :connect_timeout field. The pool's client still uses the :connect_timeout option.
	The details of a request body over :max_body_size now use string keys, %{"size" => ..., "limit" => ...}, the same as every other error. CloakedReq.Error.type is now typed as the closed set of error types.
	The response body is copied once into the BEAM binary, not twice.
	The NIF drops its direct http and serde dependencies.
	The release NIFs are stripped. The x86_64 download is about 9% smaller.
	The aarch64 Linux NIF builds natively on an arm runner instead of with a cross toolchain.
	CI now runs cargo fmt --check, clippy, mix deps.audit, and sobelow, and it compiles with --warnings-as-errors, the same as task check.
	README lists the precompiled targets and the steps to build the NIF from source.
	RELEASE.md uses git commands and a checksum step that always refreshes the new version.
	connect_options: [proxy_headers: ...] accepts only a list of {name, value} pairs, the same as Mint. A map is rejected.
	Responses no longer carry the private :cloaked_req_url key. wreq does not follow redirects, so it always held the request URL. Use request.url instead.
	A %CloakedReq.AdapterError{} can only be built from a %CloakedReq.Error{}, not from a string.
	README Limitations lists the Req options the adapter does not support.
	Tests only. The local_address test binds 127.0.0.2, so it fails when the option is lost. The public-suffix cookie test goes through a proxy, so it reaches the check. The pool test checks the pool's user-agent on the wire. The redirect cookie test checks the redirect target.
	New test: a malformed response returns %CloakedReq.AdapterError{} and Req does not retry it.
	Duplicate tests, the unused TestServer host option, and a dead check in bench/adapter_perf.exs are removed.

[0.6.0] - 28.08.2026
Fixed
	Impersonated requests sent user-agent: req/<version>. The profile user-agent did not go on the wire. Req's put_user_agent step set the header, and a per-request header wins over the client defaults. Thus req/<version> went out next to the profile sec-ch-ua. A detector can find this pair. attach/2 and impersonate/2 now remove that default, and the profile sets the user-agent. An explicit user-agent header or :user_agent option still wins.
	Impersonated requests sent accept-encoding: zstd,gzip,deflate,br. This was not the profile value. The wreq-util build did not use the emulation-compression feature, so wreq set its own value and order. The feature is now on. Chrome now sends gzip, deflate, br, zstd, the same as the real browser, and the header is in the browser position. Responses still decode.

Changed
	Require Req 0.7 (~> 0.7, was ~> 0.5 or ~> 0.6). Req 0.7 makes function adapters obsolete. attach/2 and impersonate/2 now set adapter: CloakedReq. Change a check of is_function(req.adapter, 1) to req.adapter == CloakedReq. Req 0.5 and Req 0.6 cannot call a module adapter, thus they are not supported.
	Move the Rust NIF to the stable wreq line: wreq 6.0.0-rc.29 to 0.16.1, and wreq-util 3.0.0-rc.14 to 0.2.0. Upstream reset the version numbers on 2026-08-22. It is the same project with new numbers, but the jump also includes rc.30, rc.31 and the two 0.16 releases. The bullets below give the changes that you can see.
	Impersonation headers are different for each profile. There are still 133 profiles, and no profile was added or removed. The header set and the header order changed. Chrome now also sends upgrade-insecure-requests: 1 and sec-fetch-user: ?1, and its sec-fetch-* block is now after accept. Firefox carries te: trailers on the profile. Opera has the sec-fetch-* group, and its accept changes signed-exchange;v=b3 from q=0.9 to q=0.7. Test again each profile that you tuned for a detector.
	Cookies: a host-only cookie no longer goes to subdomains. A host-only cookie has no Domain attribute. The old jar matched the suffix, thus a cookie for example.com also went to sub.example.com. A session that needs this now fails, and there is no error message.
	Cookies: Max-Age now expires a cookie. The old jar read only Expires, thus a live Max-Age cookie stayed forever.
	Cookies: the cookie header now has a stable order: longest path first, then creation order. The old jar used a hash map, thus the order changed between requests.
	Cookies: an http:// origin can no longer set a Secure cookie or replace one. The old jar stored these cookies and filtered them only at send time.
	Range requests: a request with a Range header now sends accept-encoding: identity. This replaces your value.
	Errors: a DNS failure now gives dns resolution error: ... in the :reason field of CloakedReq.AdapterError. No Elixir code matches this text.
	The crate rust-version is now 1.98, because wreq 0.16 and wreq-util 0.2.0 need it. This applies only if you build the NIF from source with CLOAKED_REQ_BUILD. The precompiled NIFs do not change.
	Update the other Rust dependencies: http 1.4.2 to 1.5.0, psl 2.1.219 to 2.1.226, lru 0.18.1 to 0.18.3, flate2 1.1.9 to 1.1.10, and transitive patch releases. Update the Elixir dev tools: styler, sobelow, ex_slop.

[0.5.1] - 27.06.2026
Added
	:chrome_149 impersonation profile, picked up from the wreq-util 3.0.0-rc.13 update.

Changed
	Update the Rust NIF dependencies (wreq-util to 3.0.0-rc.13, plus http and psl patch releases) and refresh Elixir dependencies (req to 0.6.2 and the dev tooling) to latest. The wreq-util bump is additive: it adds the Chrome 149 profile and changes nothing for existing profiles.

[0.5.0] - 27.06.2026
Added
	CloakedReq.Pool (new/1, new!/1) and a :pool attach option for a dedicated, isolated client and connection pool. By default requests share a bounded client cache; a pool gives one caller its own client whose connections, TLS session cache, and HTTP/2 multiplexing are never shared with another identity. The pool fixes the fingerprint at build time (per-request :impersonate and :insecure_skip_verify are ignored when a pool is set), and the BEAM garbage-collects the client when the pool struct is no longer referenced, so a crashing worker cannot leak it. Proposed by @notmyactual in #32, with a reference implementation on their fork that informed this design.

[0.4.2] - 11.06.2026
Added
	Support Req 0.6: the version constraint is relaxed to ~> 0.5 or ~> 0.6. Req 0.6's changes are confined to its request/response step pipeline (multipart escaping, decoder defaults, opt-in decompression), none of which touch the adapter contract; the full suite passes against Req 0.6.1.

Fixed
	A malicious Content-Length response header can no longer abort the BEAM VM. The response buffer is no longer pre-allocated from the raw header value, which was only reachable under max_body_size: :unlimited.
	A crafted Set-Cookie Domain attribute containing a multibyte character no longer fails cookie-jar requests; the attribute is now parsed on a character boundary.
	A native request that never delivers a reply now returns a :transport_error after a deadline instead of blocking the calling process indefinitely.

Changed
	The native client cache no longer grows without bound under proxy, source-IP, or connect-timeout rotation. Proxy and source IP are applied per request (wreq's connection pool already isolates connections by both), the remaining cache is LRU-bounded, and clients are built outside the cache lock.
	Request bodies are copied on the Tokio worker thread instead of the calling BEAM scheduler, keeping scheduler work constant for any body size.
	Update the Rust NIF to rustler 0.38 (a clean drop-in: no source or API changes, no new warnings).

Documentation
	Document that max_body_size caps both the request and the response body.
	Update the install snippet to ~> 0.4.0 and regenerate the impersonation-profile list against wreq-util 3.0.0-rc.12.

[0.4.0] - 23.05.2026
Changed
	Run native HTTP requests asynchronously on the shared Tokio runtime instead of blocking DirtyIo NIF calls, improving high-concurrency throughput.
	Abort in-flight native requests when the BEAM caller exits before the response is delivered.

Fixed
	Respect Req connect_options for proxy configuration, proxy headers, and connect timeout in the native wreq adapter.
	Reject unsupported connect_options with clear adapter errors instead of silently ignoring them.

[0.3.2] - 07.03.2026
Added
	Ship usage-rules.md with the Hex package so consumers and LLM tooling can discover the canonical adapter usage and options.

Changed
	Add a HexDocs package link in Hex metadata and a docs link near the top of the README.
	Update dev dependencies: credo, styler, and usage_rules.

[0.3.1] - 07.03.2026
Fixed
	Redirect cookies are now stored against the actual response host, so cookie jars behave correctly across host-changing redirects.
	CI again tests the minimum advertised Elixir version (~> 1.19).

Changed
	Releases are now tagged automatically when a version bump lands on main, and the release flow is documented in RELEASE.md.

[0.3.0] - 24.02.2026
Added
	:local_address option for outbound source IP binding (IPv4/IPv6 tuples and strings).
	Local address is included in the client cache key to prevent IP leakage through connection pooling.

[0.2.0] - 23.02.2026
Changed
	Upgraded NIF version to 2.17.

Fixed
	Release workflow now creates GitHub releases on workflow_dispatch runs.
	Release tarball naming aligned with rustler_precompiled expectations.

[0.1.0] - 20.02.2026
Added
	Req adapter with CloakedReq.attach/2 and CloakedReq.impersonate/2.
	Browser emulation wiring and structured response/error mapping.
	Cookie jar support (CloakedReq.CookieJar) with PSL-based domain validation.
	Client pooling with TLS session resumption and HTTP keep-alive.
	Configurable max_body_size option (default 10 MB).
	Explicit :insecure_skip_verify option (default false) for constrained external test environments.



  

    
CloakedReq 
    



      
Req adapter powered by Rust wreq.
	attach/2: set adapter and merge options
	impersonate/2: set browser profile
	run/1: adapter entry point, called by Req
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        attach(request, options \\ [])

      


        Attaches CloakedReq adapter behavior to an existing Req.Request.



    


    
      
        impersonate(request, profile)

      


        Sets the impersonation profile and configures the CloakedReq Req adapter.



    


    
      
        run(request)

      


        Runs the request through the native transport. Req calls this as the adapter.
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          @spec attach(Req.Request.t(), keyword()) :: Req.Request.t()


      


Attaches CloakedReq adapter behavior to an existing Req.Request.
Supported adapter-relevant options:
	:cookie_jar - %CloakedReq.CookieJar{} for automatic cookie persistence
	:connect_options - Req transport options for :timeout, :proxy, and :proxy_headers.
:timeout (default: 30 s) bounds opening a connection: DNS, TCP, the proxy
tunnel, and TLS.
	:receive_timeout - Req option (default: 15 s). The README states what it bounds.
	:impersonate - profile atom (e.g. :chrome_136, :"safari_17.4.1")
	:insecure_skip_verify - boolean
	:local_address - outbound source IP as string, IPv4 tuple, or IPv6 tuple
	:max_body_size - positive integer or :unlimited (default: 10 MB); caps
both the request body (rejected before sending if larger) and the response
body (truncated to an error once it exceeds the limit)
	:pool - %CloakedReq.Pool{} built with CloakedReq.Pool.new/1, routing
the request through a dedicated, isolated client and connection pool. The
pool's client governs the impersonation profile, TLS verification, and
connect timeout, so per-request :impersonate, :insecure_skip_verify, and
the :connect_options connect timeout are ignored (still validated if
given). The :connect_options proxy, :local_address, headers, body,
:cookie_jar, and :receive_timeout still apply per request.

Examples
iex> req = Req.new(url: "https://example.com") |> CloakedReq.attach(impersonate: :chrome_136)
iex> req.adapter
CloakedReq
iex> Req.Request.get_option(req, :impersonate)
:chrome_136

  



  
    
      
    
    
      impersonate(request, profile)



        
          
        

    

  


  

      

          @spec impersonate(Req.Request.t(), atom()) :: Req.Request.t()


      


Sets the impersonation profile and configures the CloakedReq Req adapter.
Examples
iex> req = Req.new(url: "https://example.com") |> CloakedReq.impersonate(:chrome_136)
iex> Req.Request.get_option(req, :impersonate)
:chrome_136
iex> req.adapter
CloakedReq

  



  
    
      
    
    
      run(request)



        
          
        

    

  


  

      

          @spec run(Req.Request.t()) :: {Req.Request.t(), Req.Response.t() | Exception.t()}


      


Runs the request through the native transport. Req calls this as the adapter.
A timeout, a refused connection, or a closed connection returns
%Req.TransportError{} with the reason :timeout, :econnrefused, or
:closed, so Req's :retry step treats it like a Finch failure. Every other
failure returns %CloakedReq.AdapterError{} and is not retried.

  


        

      


  

    
CloakedReq.CookieJar 
    



      
Reference to a Rust-side cookie jar (wreq Jar).
Cookies are automatically stored from set-cookie response headers
and sent with subsequent requests sharing the same jar. The jar is
garbage-collected by the BEAM when no longer referenced.
Examples
jar = CloakedReq.CookieJar.new()

# Login: server sets session cookie
Req.new(url: "https://example.com/login")
|> CloakedReq.attach(impersonate: :chrome_136, cookie_jar: jar)
|> Req.post!(body: "user=admin&pass=secret")

# Dashboard: session cookie sent automatically
Req.new(url: "https://example.com/dashboard")
|> CloakedReq.attach(impersonate: :chrome_136, cookie_jar: jar)
|> Req.get!()

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new()

      


        Creates a new empty cookie jar.
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          @type t() :: %CloakedReq.CookieJar{ref: reference()}
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          @spec new() :: t()


      


Creates a new empty cookie jar.
Examples
iex> jar = CloakedReq.CookieJar.new()
iex> %CloakedReq.CookieJar{} = jar
iex> is_reference(jar.ref)
true

  


        

      


  

    
CloakedReq.Error 
    



      
Represents explicit error information returned by CloakedReq.
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        t()

      


    


    
      
        type()

      


    





  
    Functions
  


    
      
        format(error)

      


        Formats an error into a user-facing string.



    


    
      
        new(type, message, details \\ %{})

      


        Builds a structured error value.
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      t()



        
          
        

    

  


  

      

          @type t() :: %CloakedReq.Error{details: map(), message: String.t(), type: type()}


      



  



  
    
      
    
    
      type()



        
          
        

    

  


  

      

          @type type() :: :invalid_request | :transport_error | :nif_panic
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          @spec format(t()) :: String.t()


      


Formats an error into a user-facing string.
Examples
iex> CloakedReq.Error.new(:invalid_request, "missing url") |> CloakedReq.Error.format()
"invalid_request: missing url"

  



    

  
    
      
    
    
      new(type, message, details \\ %{})



        
          
        

    

  


  

      

          @spec new(type(), String.t(), map()) :: t()


      


Builds a structured error value.
Examples
iex> err = CloakedReq.Error.new(:invalid_request, "missing url")
iex> err.type
:invalid_request

  


        

      


  

    
CloakedReq.Native 
    



      
Rust NIF interface for HTTP request execution via wreq.
Request and response metadata are passed as native Elixir maps encoded/decoded
directly by Rustler's NifMap. Bodies are passed as raw BEAM binaries.
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    Functions
  


    
      
        create_cookie_jar()

      


        Creates a new Rust-side cookie jar resource.



    


    
      
        new_pool(config)

      


        Builds a Rust-side HTTP client with its own connection pool.



    


    
      
        perform_request(payload, body, cookie_jar_ref, pool_ref)

      


        Sends the request metadata and body to the Rust NIF and waits for the reply.
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      create_cookie_jar()



        
          
        

    

  


  

      

          @spec create_cookie_jar() :: reference()


      


Creates a new Rust-side cookie jar resource.
Returns an opaque reference managed by the BEAM garbage collector.

  



  
    
      
    
    
      new_pool(config)



        
          
        

    

  


  

      

          @spec new_pool(map()) :: {:ok, reference()} | {:error, CloakedReq.Error.t()}


      


Builds a Rust-side HTTP client with its own connection pool.
The config map is passed directly to the NIF (decoded via Rustler's NifMap).
Returns {:ok, reference()} for the pooled client (managed by the BEAM
garbage collector) or {:error, %CloakedReq.Error{}}.

  



  
    
      
    
    
      perform_request(payload, body, cookie_jar_ref, pool_ref)



        
          
        

    

  


  

      

          @spec perform_request(map(), binary() | nil, reference() | nil, reference() | nil) ::
  {:ok, map(), binary()} | {:error, CloakedReq.Error.t()}


      


Sends the request metadata and body to the Rust NIF and waits for the reply.
The metadata map is passed directly to the NIF (decoded via Rustler's NifMap).
The body is passed as a raw binary (or nil). An optional cookie jar reference
enables automatic cookie persistence across requests, and an optional pool
reference routes the request through a dedicated client built with
new_pool/1.
Returns {:ok, response_meta, body} or {:error, %CloakedReq.Error{}}.
The wait has no timeout of its own, because the native task replies on every
path, a panic included.

  


        

      


  

    
CloakedReq.Pool 
    



      
Reference to a dedicated Rust-side HTTP client with its own connection pool.
By default CloakedReq routes every request through a shared, bounded client
cache: requests with the same impersonation profile, TLS verification, and
connect timeout reuse one client and its connection pool. A Pool gives a
caller its own isolated client instead: its connections, TLS session cache,
and HTTP/2 multiplexing are never shared with any other identity. Build one
per identity (per account, per proxy persona, per crawl) so a connection
opened for one is never reused for another.
The pool fixes the client at build time: when a request runs through a pool,
the pool's client governs the impersonation profile, TLS verification, and
connect timeout, so per-request :impersonate, :insecure_skip_verify, and
the :connect_options connect timeout do not change the client (they are
still validated if given, but ignored). Per-request proxy, source address,
headers, body, cookie jar, and the receive timeout still apply. Each pool
keeps up to 20 idle connections per host.
The client is garbage-collected by the BEAM when the Pool struct is no
longer referenced, so its idle connections close on their own. A worker that
crashes without an explicit teardown cannot leak the pool. To rotate a pool's
identity (for example after its upstream proxy exit changes), build a new pool
and drop the old struct; the old client's connections close once it is
unreferenced.
Options
	:impersonate - profile atom (e.g. :chrome_136); nil for none
	:insecure_skip_verify - boolean, default false
	:connect_timeout - socket connect timeout in milliseconds, default 30_000
	:pool_idle_timeout - how long an idle connection is kept before it is
closed, in milliseconds; nil (the default) uses wreq's own default

Example
Hold one pool per worker so every request that worker makes reuses its
connections and presents one consistent identity:
defmodule Scraper.Worker do
  use GenServer

  def start_link(opts), do: GenServer.start_link(__MODULE__, opts)

  @impl true
  def init(opts) do
    pool = CloakedReq.Pool.new!(impersonate: Keyword.fetch!(opts, :profile))
    {:ok, %{pool: pool}}
  end

  @impl true
  def handle_call({:get, url}, _from, %{pool: pool} = state) do
    response =
      Req.new(url: url)
      |> CloakedReq.attach(pool: pool)
      |> Req.get!()

    {:reply, response, state}
  end
end
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    Functions
  


    
      
        new(options \\ [])

      


        Builds a pool with its own connection pool, or returns {:error, %CloakedReq.Error{}}.



    


    
      
        new!(options \\ [])

      


        Builds a pool, raising ArgumentError on invalid options.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %CloakedReq.Pool{ref: reference()}
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      new(options \\ [])



        
          
        

    

  


  

      

          @spec new(keyword()) :: {:ok, t()} | {:error, CloakedReq.Error.t()}


      


Builds a pool with its own connection pool, or returns {:error, %CloakedReq.Error{}}.
Examples
iex> {:ok, pool} = CloakedReq.Pool.new(impersonate: :chrome_136)
iex> is_reference(pool.ref)
true

  



    

  
    
      
    
    
      new!(options \\ [])



        
          
        

    

  


  

      

          @spec new!(keyword()) :: t()


      


Builds a pool, raising ArgumentError on invalid options.
Examples
iex> pool = CloakedReq.Pool.new!(impersonate: :chrome_136)
iex> %CloakedReq.Pool{} = pool
iex> is_reference(pool.ref)
true

  


        

      


  

    
CloakedReq.Request 
    



      
Converts a Req.Request into the metadata map and body expected by the Rust NIF.
Validates and normalizes all adapter options (impersonate, timeouts, proxy,
body size, TLS verification). The metadata map is passed to CloakedReq.Native;
the body is passed as a raw binary.

      


      
        Summary


  
    Functions
  


    
      
        normalize_connect_timeout(value, field \\ "connect_options timeout")

      


        Normalizes a positive-integer connect timeout in milliseconds.



    


    
      
        normalize_impersonate(value)

      


        Normalizes an :impersonate profile option to the string the NIF expects.



    


    
      
        normalize_insecure_skip_verify(value)

      


        Normalizes the :insecure_skip_verify option to a boolean.



    


    
      
        to_native_payload(request)

      


        Builds a native payload tuple from a Req.Request.
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      normalize_connect_timeout(value, field \\ "connect_options timeout")



        
          
        

    

  


  

      

          @spec normalize_connect_timeout(term(), String.t()) ::
  {:ok, pos_integer()} | {:error, CloakedReq.Error.t()}


      


Normalizes a positive-integer connect timeout in milliseconds.
Shared by the request bridge and CloakedReq.Pool; field names the option
in the error message so each caller reports its own option name.

  



  
    
      
    
    
      normalize_impersonate(value)



        
          
        

    

  


  

      

          @spec normalize_impersonate(term()) ::
  {:ok, nil | String.t()} | {:error, CloakedReq.Error.t()}


      


Normalizes an :impersonate profile option to the string the NIF expects.
Shared by the request bridge and CloakedReq.Pool. Returns {:ok, nil} for
no profile, {:ok, name} for a profile atom, or an :invalid_request error.

  



  
    
      
    
    
      normalize_insecure_skip_verify(value)



        
          
        

    

  


  

      

          @spec normalize_insecure_skip_verify(term()) ::
  {:ok, boolean()} | {:error, CloakedReq.Error.t()}


      


Normalizes the :insecure_skip_verify option to a boolean.
Shared by the request bridge and CloakedReq.Pool. Returns {:ok, boolean}
or an :invalid_request error.
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          @spec to_native_payload(Req.Request.t()) ::
  {:ok, {map(), binary() | nil}} | {:error, CloakedReq.Error.t()}


      


Builds a native payload tuple from a Req.Request.
Validates the request (URL scheme, body encoding, adapter options) and returns
{:ok, {metadata_map, body_binary}} or {:error, %CloakedReq.Error{}}.

  


        

      


  

    
CloakedReq.Response 
    



      
Converts a native response meta map and body binary (from the Rust NIF)
into a Req.Response.
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        from_native(map, body)

      


        Builds a Req.Response from the native response metadata and body binary.



    





      


      
        Functions


        


  
    
      
    
    
      from_native(map, body)



        
          
        

    

  


  

      

          @spec from_native(
  %{status: pos_integer(), headers: [{String.t(), String.t()}]},
  binary()
) ::
  Req.Response.t()


      


Builds a Req.Response from the native response metadata and body binary.
Expects atom-keyed :status and :headers in the metadata map (produced by
Rustler's NifMap). Headers arrive as {name, value} tuples directly from Rust.

  


        

      


  

    
CloakedReq.AdapterError exception
    



      
Exception wrapper returned by the Req adapter when CloakedReq fails.
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          @type t() :: %CloakedReq.AdapterError{
  __exception__: term(),
  error: CloakedReq.Error.t(),
  message: String.t()
}
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